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HNudopmanmoHHast naMsITKAa JIs1 HECOBEPILICHHOJIETHUX 110 BONPOCaM

kubepoOe3onacHocTu B cetn « MHTEpHED)

KoMnblOTEpHBIE BUPYCHI

KomnpioTepHblif  BHpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIWYUTEIbHOM
O0COOCHHOCTBIO KOTOPOM SIBIISIETCSI CIOCOOHOCTh K Pa3MHOXKEHHIO (KOomupoBaHHIO). B momosiHeHue K
3TOMY, BUPYCHI MOTYT TIOBPEANTH WJIU IMOJTHOCTHIO YHUYTOXHUTH BCE (aiiiibl U TaHHBIC, TOAKOHTPOJILHBIC
I10JIb30BATENI0, OT UMEHU KOTOPOTo Oblia 3amylleHa 3apak€HHas MPorpaMMa, a TakyKe MOBPEIUThH WU
Ja)Ke YHUYTOXKUTH ONEPALMOHHYIO CHUCTeMY cO BceMH (aiimamu B 1esioM. B GOJbIIMHCTBE CilydaeB
pacnpoCTpaHsIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo0bl 3aA1IIUTHI OT BPEIOHOCHBIX IPOIPAMM:

1. Hcnons3yii COBpEMEHHBIE OIEPALlMOHHBIE CHUCTEMBI, HMMEIOIIME CEpPbE3HBIM ypPOBEHb
3aIUTBI OT BPEAOHOCHBIX IPOTPAMM;

2. IlocrosiHHO ycraHaBnuMBail mnatyu (LUMQPOBBIE 3aMIATKH, KOTOpPbIE aBTOMATHYECKH
YCTaHABIMBAIOTCSA C LENbIO JOPAOOTKU IMpOrpaMMmbl) M Apyrue OOHOBIIEHUS CBOEH OIEpalMOHHON
cucrembl. CkaunBail MX TOJNBKO C OpHUIMAIBHOTO caiiTa paspadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOI0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Pabotaif Ha cBoeM KOMIbIOTEpE 10/ IIPaBaMH I0JIb30BaTeNs, a HE aJMUHUCTpATOpa. ITO
HE IO3BOJIUT OOJIBUIMHCTBY BPEJAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCS HAa TBOEM I1EPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnone3yli aHTUBHPYCHBIE IPOTPAMMHBIE MPOLYKTBI H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpanuyb pU3NYECKUI TOCTYN K KOMIBIOTEPY AJISl HOCTOPOHHUX JIMIL;

6. Hcnonp3ylt BHEIIHWE HOCUTENW WH(MOpPMAlMM, Takhe Kak (¢Uiellka, IUCK Win (Qailia u3
HHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii koMIblOTepHBIE (hailiibl, TOTYUEHHBIE U3 HEHAJEKHBIX UCTOYHUKOB. Jlaxe

Te (aiibl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBIN. Jlyullle yToUHM y HEro, OTHPaBJIsI U OH TeOe ux.

Cerun WI-FI

C nomonrpio WI-Fi MOXXHO MOJTy4uTh OCCIUIATHBIM WHTEPHET-IOCTYI B OOIICCTBEHHBIX MECTax:
Kade, oTemnsAX, TOProBhIX LEHTpax U a’ponoprax. Tak ke sBisieTcs OTINYHONW BO3MOKHOCTBIO BBIXOJIA B
Wutepuer. Ho MHOTHE 3KCIEPTHI CUUTAIOT, 4TO ob1IetocTynHble WiFi ceTu He SBISIOTCS Oe3011acHBIMH.

CoBeTbl 10 0€30IACHOCTH PA0OTHI B 001EA0CTYNHBIX ceTsax Wi-fi

1. He nepenasaii cBoro nmuunyto napopmanuio yepes oomenoctynasie Wi-Fi cetu. PabGortas B
HUX, J)KEJTaTeIbHO He BBOJIUTH MAPOJIH JOCTYIA, JJOTHHBI U KaKue-TO HOMEpa;

2. Hcnonb3yih ¥ OOHOBISI aHTUBUPYCHbIE NpOrpaMMbl M OpaHamMaysp. Tem cambIM ThI
obe3omnacuilb cest OT 3aKaYKH BUpPYyca Ha TBOE YCTPOUCTBO;

3. [Ipu wucnonszoBanun Wi-Fi otkmoun ¢ynkuuo «OOmmit goctyn k  ¢ainam u
npuHTepam». JlanHas QYHKIHS 3aKPHITa 10 YMOJIYaHUIO, OJTHAKO HEKOTOPHIE TI0Ih30BATENN aKTUBUPYIOT

e€ /Ui y100CTBa NCIIOIB30BaHUS B paboTe UK yuebe;
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4, He ucnonw3yii myommunstii WI-F1 my1s mepenaun TUYHBIX JaHHBIX, HAPUMED, JJI BBIXOAa
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOUTY;

5. Ncnone3yii Tonbko 3amuiieaHoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B MoOwmipHOM Tenedone otkmoun GyHkiuto «llonkmodenne k Wi-Fi aBromaTudeckm.

He nomyckait aBToMaTH4eCKOTO OAKITFOYCHUS yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormnacus.

CoumnajbHble CeTH

ConuanbHasg ceTb - 3TO CalT, KOTOPBIA IPENOCTABISAET BO3MOKHOCTH JIIOISM OCYLIECTBIIATH
obiieHue Mexay coboil B uHTepHere. Yamie Bcero B HHMX Ul KaKJOIO UEJIOBEKa BBIIEISIETCS CBOS
JUYHAs CTPaHWYKa, HA KOTOPOH OH yKa3bpIBaeT O cebe pa3NuuHyr0 MH(OpMAIHI0, HAuuHAs OT MMEHH,
bamuuu W 3akaHuuBas JHYHBIME (poTorpadumsmu. MHOTHE TMOJIB30BATE€IM HE MOHHUMAIOT, YTO
uHbopMalys, pa3MeIleHHas UMM B COLIMAIBHBIX CETSAX, MOXET ObITh HaliJleHa M MCIIOJIb30BaHa KeM

YroaHoO, B TOM YHUCJIC HC 00s13aTeNIbHO ¢ OJaruMHu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH B COIHAJIbHBIX CETAX:

1. Orpanuub ciucok apy3eil. Y 1e0s B APy3bAX HE JOHKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amminai cBOIO YacTHYIO ku3Hb. He ykaswiBail maponu, tenedoHsl, aapeca, 1aTy TBOETO
POXKIEHUST U JPYIyl JUYHYI0 HMHPOpMALUIO. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jaxke
UH(OPMALIHIO O TOM, KaK Thl U TBOHM POJIUTENHN IUIAHUPYETE IPOBECTH KAHUKYJIbI;

3. 3amumail cBOI peryTaluio - IepKU ee B UUCTOTE U 3a/iaBail cebe BOIpoc: XoTes Obl Thl,
4yTOOBl Jpyrue IOJIb30BATEIM BUJIENM, UYTO Thl 3arpyxaemb? Ilomymaii, mnpexiae dYem 4YTO-TO
OIy0JINKOBATh, HAMCATh U 3aTPy3UTh;

4. Ecnu TBI rOBOpHIIB € JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE PEAIbHOE UM U
APYTYIO JUUHYIO HH(POPMALIUU: UMsI, MECTO JKUTEIILCTBA, MECTO yueObl U PoYee;

S. N36eraii pazmemienus: gororpaduit B UuTepHeTe, r/1€ Thl M300paK€H HA MECTHOCTH, TIO
KOTOPOW MOHO OIIPEAEIIUTh TBOE MECTOMOJIOKECHUE;

6. [Ipu perucrpauuu B COLMANBHOM CeTH HEOOXOAMMO HCIIOJB30BaTh CJIOXHBIE IMapOJIH,
cocTosiMe U3 OyKB U IM(DP U ¢ KOTUUECTBOM 3HAKOB HE MeHee §;

7. Jlisg couuanbHOM CeTH, MOYThl M APYTUX CAalWTOB HEOOXOAMMO HCIIOJIb30BATh pa3HbIE
napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3JI0OYMBIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a

HE BO BCE Cpasy.

DJEKTPOHHBIE NeHbI'N

ONEeKTPOHHbIE JEHbIM — 3TO OYeHb YAOOHBIH crmoco0 TulaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AECHBIH.
ONEKTPOHHBbIE [JI€HbI'M MOSBUJIMCh COBCEM HENABHO W MMEHHO H3-3a 3TOTO BO MHOTHX

rocyaapCTtBax A0 CHUX IIOp HE HNPOIHUCAHO IMPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHHMPYIOT U O HHX YXe€ IMPOIKCAHO B 3aKOHE, I/Ie UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercss TMPOBOAWTH Omepauuu 0e3 WACHTU(PHUKAIMKA TI0Jh30BATENsA, a B HE aAHOHUMHBIX
UACHTU(UKAIINH TTOJTH30BATENS ABISETCA 0053aTEIbHOM.

Taxxe crneayeT pa3inyaTh 3JEKTPOHHBIE (PUaTHBIE NEHBIH (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) U

ANEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30aCHOI padoTe ¢ 3JIeKTPOHHLIMH J€HHbIAMH

1. [IpuBskr K cueTy MOOWIBHBIM TeaedoH. DTO caMblii YIOOHBIM W OBICTPBIA CITOCOO
BOCCTAaHOBUTH JOCTYIl K cyery. [IpuBsizaHHbIil TeneoH MOMOXET, eciau 3al0yaenib CBOM IIaTEeKHBIH
[apoJIb WM 3aiEIb HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnons3yit ogHopaszoBbie maponu. Ilocie mepexona Ha yCHJICHHYIO aBTOpH3aIlMI0 TeOe
yke He OyIeT yrpoKaTh OMACHOCTh KPa)KH WITU TMepexBara MIaTeKHOro MapoJis;

3. Bribepu cnoxubiii napons. [Ipectynnukam OyAeT He MPOCTO yraJlaTh CIOXHBINA Mapolb.
HanexxHble mapoiim — 3TO mapoJid, KOTOPBIC COJIePKAT HE MEHee 8§ 3HAKOB U BKIIFOUYAIOT B C€0S CTPOYHBIC
U TPONMHCHBIE OYKBBI, HHU(DpPHI W HECKOJBKO CHMBOJIOB, TaKWe Kak 3HAK Joiuiapa, (yHTa,
BOCKJIMLIATEIbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOAM cBOM ITUYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE JOBCPACIID.

DIEKTPOHHAA MOYTA

ONEKTPOHHAs IIOYTa — 3TO TEXHOJOTMS M INPEAOCTaBISIEMBIE €10 YCIYyTM IO IEPECBUIKE H
MOJyYEHHIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACIpPENeNOTCs B KOMIBbIOTEpHOU ceTH. OOBIYHO
AJNIEKTPOHHBIA TMOYTOBBIN SILUK BBITJISAUT CIEIYIOIIMM 00pa3oM: HMMsI_I0JIb30BATEIA(@UMS_JIOMEHA.
Taxxe kpome nepeaaun NPOCTOro TeKCTa, UMEETCS BOZMOKHOCTh TepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 0€30NACHOI padoTe C IJIEKTPOHHON NOYTOM:

1. Hano BbIOpaTh NpaBUiIBHBIN MOUYTOBBIM cepBuc. B MHTepHeTe ecThb OrpoMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllIe TI0BEPSTh TEM, KOTO 3HACIIb U KTO MEPBbII B pEHTHHIE;

2. He ykaspiBail B snyHOW moure nuyHyro HHopmauuio. Hampumep, nydimie BbIOparh
«My3bIKaNbHBIN _(panaT@» un «pok2013» Bmecto «remal3y;

3. Hcnonp3yii IByX3TalHYO aBTOPU3ALUI0. DTO KOTJa MOMHUMO MapoJis HY’KHO BBOJUTH KOJ,
npucbuIaeMblil mo SMS;

4. Boibepu cnoxHblii maponb. s KakJIoro IMOYTOBOrO SIIMKA JOJKEH OBITh CBOM

HAJICXKHBIN, YCTOMUMUBBIN K B3JIOMY I1apOJIb;

5. Ecan ectb BO3MOMKHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH 3Ty
BO3MOKHOCTB;
6. Hcnons3yii HECKOIBKO MOYTOBBIX SIIMKOB. lIepBbId 11 4YAaCTHOW MEPENUCKH C

azipecaTaMM, KOTOPBIM ThI IOBEPSEIIb. JTO MIEKTPOHHBIN apeC HE HAJ0 UCII0JIb30BaTh IPU PETUCTPALIUN
Ha Gopymax u caiTax;
7. He otkpoiBail ¢aiiinsl U qpyrue BIOKEHHS B MHCbMAax Ja)Ke €CJIM OHU MPUIUIM OT TBOUX

npy3eit. Jlydine yTouyHr y HUX, OTIIPABIISIIN T OHU TeOe 3TH (pailiibl;



¢$) POCKOMHAJ30P

8. [Tocne okoH4aHUs pabOTHI HA MOYTOBOM CEpBHCE Mepel] 3aKPhITHEM BKIIAJKU C CAUTOM HE

3a0y1p HAXKaTh Ha « BeIATHY.

Kuoep0y/JUIMHI UM BUPTYAJIbHOE H31€BATEILCTBO

KubepOyimuHr — mpecieioBaHUE COOOIICHUSMH, COJCPXKAIIMMU OCKOPOJICEHHUS, arpeccuro,
3alyruBaHue; XyJUTaHCTBO; COLUATbHOE OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHbIE COBETHI 10 00pPL0e ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. JIyumuii cioco6: mocoBeTOBaThCS Kak ceOsi BECTH M, €CIIU HET TOTo, K
KOMY MOXXHO OOpaTUTBLCS, TO BHAdaje YCHOKOUTHCA. Eciau Thl HayHelb OTBeYaTh OCKOPOJICHHUSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e1lle O0JbIIe Pa30XkKellb KOHDIUKT;

2. Yrpasiisiii cBoei KubeppermyTaruei;

3. AHOHUMHOCT B ceTH MHHMasg. CymecTBylOT cmocoObl BBIICHUTh, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTout Bectu Xynuranckuii o0pa3 BUpTyallbHOH ku3HU. IHTepHET duKcHupyeT Bce TBOU
NEHCTBUS U COXPAHSIET UX. Y JAJIUTh UX OyJeT KpaiiHe 3aTpyAHUTEIIBHO;

S. Benu cebs BexnuBo;

6. Urnopupyit enunuunblii HeratuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHHUS JIy4Ile
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOLICHHSMH, B COIIMAJIbHBIX
CeTSAX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKUA COOOLICHUN C ONPEACTICHHBIX a/IPECOB;

8. Eciu T1h1  cBumerens kubepOymimnra. TBou  OelCTBUS:  BBICTYNUTh  IPOTHB
IpecienoBarens, Moka3aTb €My, YTO €ro JeHCTBHS OILCHMBAIOTCS HEraTUBHO, MOJAEP)KaTh KEPTBY,
KOTOPOH HYXHa ICHUXOJIOTUYECKast MOMOIIb, COOOITUTH B3POCIBIM O (haKTe arpecCHBHOTO MOBEICHHS B

CCTH.

MoOuabHbIi Tejied)OH

CoBpemeHHblE cMapT(OHBI U IJIAHIIETHl COAEpX aT B ce0e BIOJHE B3pOCIBbIA (PYHKIMOHAN, U
Tenepb OHW MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMITbIoTepaMu. OJIHAKO, CPEICTB 3aIIUTHI IS
0JIOOHBIX YCTPOMCTB MOKa OYeHb Masio. TecTUpoBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT HE TaK
MHTEeHCUBHO, Kak 11 1K, To e camoe kacaeTrcs U MOOMIIbHBIX MTPUIIOKEHUH.

CoBpeMeHHBIE MOOHMIIBHBIE Opay3ephl y)Ke MPaKTHYECKH JOTHAIN HACTOJIBHBIE aHAIOTH, OJTHAKO
pacmmpenre GyHKIMOHAIA BJIEUEeT 32 COO0M OOJBITYIO CJI0KHOCTh M MEHBITYIO 3aIlIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOIMTENM BBIIYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHUYECKHUE
YSI3BUMOCTH ISl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JJIf 0€30MACHOCTH MOOHJILHOI0 TeJiedoHa:

1. Byaw octopoxeH, Beab koraa Tede npezuiaratoT OecIulaTHbIM KOHTEHT, B HEM MOTYT ObITh
CKPBITBI KaKHe-TO IUIATHBIE YCIIYTH;

2. Hymaii, mpexae yem oTnpaBuTb SMS, ¢poto unu Buzieo. Tl TOYHO 3HaEIIb, TJe OHU OyayT
B KOHEYHOM UTOTEe?

3. Heo6xoamumMo 0OHOBISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;



¢$) POCKOMHAJ30P

4, Hcnonw3yii aHTUBHPYCHBIEC TTPOTPAMMBI 711 MOOMITBHBIX TEJIE(OHOB;

5. He 3arpyxaii mpuiio)keHHs OT HEU3BECTHOTO HCTOYHHMKA, BEelb OHM MOTYT COAEpXkaTb
BPEIOHOCHOE MPOrpaMMHOE 00ecTieYeHue;

6. [Tocne Toro kKak ThI BBIIENIb C caifTa, I7ie BBOAWJ JUYHYIO HH(OpMAIHIO, 3aliau B

HacTpOMKHU Opay3epa u ynanu cookies;

7. [Tepunoanuecku npoBepsiii Kakue MIaTHBIC YCIYTd aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOI1 HOMEp MOOWJIBHOTO Tele(oHa TOJIBKO JIIOJIAM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpSICIIIb;

9. Bluetooth gomxeH ObITH BBIKJIFOYEH, KOT/Ia ThI UM HE TMoyb3yenbcsa. He 3a0biBaii nHOTAQ

MIPOBEPSTH 3TO.

OUIIMHT WM KPaXKa JUYHbIX JAHHBIX

['maBHas wnenp ¢umuMHr - BUga VIHTEpHET-MOIICHHUYECTBAa, COCTOMT B  IIOJyYCHUH
KOH(UICHIIMATIBHBIX TaHHBIX IOJIb30BATENICH — JIOTMHOB M mapoiiei. Ha anrmmiickom si3pike phishing
gyrTaeTcs Kak pummuHr (ot fishing — pe1OHas 0B, password — mapouis).

OcHoBHBIE cOBeTHI 110 6opble ¢ GUIINHTIOM:

1. Cnenu 3a cBouM akkayHToM. Eciu ThI mofo3peBaeliib, 4TO TBOSI aHKETa Oblia B3JIOMaHa, TO
He00X0uMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Wcnonp3yii Oe3omnacHble BEO-CaiiThl, B TOM YHUCIJIE€, MHTEPHET-Mara3uHOB U IOMCKOBBIX
CHUCTEM,;

3. Hcnone3yll clokHble W pa3Hble Mmapoiu. TakuMm oOpa3om, eciu TeOs B3JIOMArOT, TO
3JI0YMBIIIJICHHUKH MOJyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(DUIIO B CETH, @ HE KO BCEM;

4. Ecnu 1ebs B31OManu, T0 HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl y T€OST B APY3bsiX, O TOM, YTO TeOs B3JIOMaJIM ¥, BO3MOXXHO, OT TBOETO WMEHHU Oyner

pacChlIaThCA CIIaM U CCBUIKU Ha (I)I/IH_II/IHFOBLIC CaﬁTbI;

S. YcranoBu HaaexHbli napois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE MapoJist B Opaysepe;
7. He oTkpsiBail ¢aiisiel 1 Apyrue BIOKEHHUS B MHCbMaX JaKe €CIM OHU IPHUILIN OT TBOUX

npy3sei. Jlydiiie yTouHU y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiiibl.



