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BE3OMNACHOCTb NAPOJIEU: YTO HY)KHO 3HATb

Maponb — 3TO K/IIOY KO BCEW IMYMHON MHDOpMaLun Ballero pebeHKa B ceTu.

Ecnu 3n10yMbILLNEHHUK NONYYUT AOCTYN K aKKayHTaM, OH CMOXeT YKPAacTb JIMYHbIE
DaHHble, hoTorpadum, Nnepennucku, AeHbrm u gake BOCNosb3oBaTbCd UMEHEM
Bawero pebeHKa g MOLWEHHUYECKUX AeUCTBUMN.

B Mcnonb3ynte ANIMHHbIE NApOoSvM OT 8 CUMBOMOB.
Mpumep. «NekotoryySIOzhnyParoll23»

m Co3paBanTe YHUKaNbHble KOMBUHALKMKM ¢ BYKBaMW pa3HOro perncrpa (3arnaBHble
M CTPOYHbIE), UndpaMmn 1 crneumanbHbiMmu cumeonamu ({@#$%"&*).
MMoumep: «7mYpAsSwOrDwltHSpEclaLSymBol $»

B He ucnonb3ynTte MMeHa, daMmunuun, 0athl POXXOEHUS, HOMepa TenedoHOB MU
niobblie nerkoyragblBaeMblie C/I0Ba U nocnegoBaTenbHOCTU («gqwerty», «password»).

® MeHanTe naponu perynapHo (MMHUMYM pas B noarona).

E He 3anuvcbiBanTe Naponuv Ha ByMare unm B He3alwundpoBaHHbIX dannax
Ha KoMnbloTepe. Mcnonb3ymnTe cneymanmavpoBaHHbie MeHem»Kepbl Naponemn.

B Mcnonb3ynte ABYXMaKTOPHYIO ayTeHTUMUKAUMIO.

B OB6BACHUTE ONAacHOCTb MUWKMHra, PacckaXkmute geTam
O pUCKax nepexoga No Nogo3pUTeNbHbIM CChI/IKaM
M BBOJA MNepPCOHasbHbIX OaHHbIX HA HE3HAKOMBbIX CanTax.

m OrpaHuybTe OOCTYN K Ny6AMUYHBIM ceTaM Wi-Fi.

Ba)XHO perynsipHO HaNnoMWHaTb 3TU COBEeTbl CBOUM
neram, Beab 6e30MNacHOCTbL — Aeno
B nepBOCTENeHHOW BaXXHOCTU!
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MHTEPHET-SABUCUMOCTDb: UTO 3TO TAKOE

U NOYEMY BO3HUKAET?

3 UHTepHeT-3aBUCUMOCTb - 3TO NATONIONMYEeCKOe COCTOAHME,
(][] XapakKTepusyLllieeca HEKOHTPOIMPYEMbIM XeJlaHUeM
(A NPOBOAUTL OOMbLLOE KOJIMYECTBO BPEMEHU B CETU.

MpWUYMHLI BO3HUKHOBEHUA
NMpPpU3HaKU UHTepHeT-3aBUCUMOCTM:
WHTepHeT-2aBMCUMOCTH

~~
—
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m NoTPebHOCTE NOCTOAHHO NPOBEPATL YBEAOMIEHNA m HepoctaTo4yHas counanmilaums.
1 OBHOBNEHWA COUMAaNbHBIX CETEN, B NoTpe6HOCTL B CAMOBLIPAMEHM,
H Pa3fpakuUTenbHOCTE M arpeccus Npw NnoneITke m OTCyTCTBME CaMOKOHTPONA.
OrpaHMYMTL QOCTYN K ragxeTram,
B OMOUMOHaNbHaA HeyAOBNETEOREHHOCTD.
N, CHinkel e MTTEPSca i VHEOE Xa00 B HW3kaa caMooueHka. [Nns HEKOTOPLIX NOAPOCTKOB
M OOWeHWIO BHE MHTEPHETA, L ) P AP
BUPTYyanbHOE NPOCTPaHCTBO CTAHOBUTCA
B TPYOHOCTW 3acbiNaHna 1M GeccoHHMUa, .’/...\" |
npobnemMsl C KOHUEHTPaLUMen BHUMaHKS A
1 NaMATLIO. s_ e
N\ J k i J

PekoMeHpaUMmn poauTensmM:

B OpraHvsyiTe oHnalH-gocyr pefeHka: pasBMBaloLLMe 3aHSaTHS, BUAEOYPOKM Ha NpoBepeHHbIX UMM POBbIX
nnatdopmMax; GUNbMbI, KaHanbl C BUOSOKOHTEHTOM;

m 40 geter 4o 14 net yCTaHOBUTE COOTBETCTBYIOLME HACTPOMKK («CeMelHble», «0eTCKuen),
MUHUMUINPYIOLLME BCTPEYN C OECTPYKTUBHLIM KOHTEHTOM;

CNocoBCTBYMTE BOBNEYSHUIO pebeHka B pealnbHble rpynnbl CBEPCTHUKOR (KPYMKW, CeKUWW, narepa v T. 4.);
obpaTuTe BHUMaHWe NoapOCTKOB Ha ONacHOCThE obueHusa B MHTepHeTe C He3HakoMUaMm;

OOroBopuTeck ¢ pefeHKOM O OOCTYNMHOM KONMYeCcTBe CeTeBOM akTMBHOCTH B CYTKM;

pasevBanTe LMMPOBY NPaMoOTHOCTL pebeHka;

pacCKa)mTe, UTO B CNydae BCTpeun B MIHTepHeTe C HeNPUATHbLIM KM NYTralowMM KOHTEHTOM, OH MOXET
NOASNMTECS 3TUMK hakTamMn C POAMNTENSAMM;

B nNpwv oOHapy»XeHWM NPU3HaAKOB AECTRYKTHMBHOMO nopeneHns pedeHka obpaTuTech 3a NOMOLLBI
K cneuuanmcTam (MCMXonoru, cny»obl ropader nMHuK).
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KAK 3ALUMTUTDb PEBEHKA OT HEXXEJNIATEJIbHOI'O

KOHTEHTA B

UHTEPHETE?

Ans 3aWuTbl AeTen OT BPeAOHOCHOro

KOHTeHTa B UHTepHeTe MOXXHO UCNOJIb30BaThb

BCTPOEHHbIe PYHKLUUN PA3JIUYHBIX
uncppoBbIX NNaTdPOPM U YCTPOUCTB.

CEMEMWHbIE AKKAYHTbI

MHorve nonynapHbie CepBUCHI NpeanararT
BO3MOMHOCTb CO30aHUA CeMelHbIX aKKayHTOB,
0BBbeAUHAIOLLMX B3POCbLIX U AeTen B OAHY
rpynny nonb3ceaTenei. 3To no3sonser
B3POC/IbIM KOHTPONIMPOBATL AOCTYN AeTeln
K KOHTEHTY U MPUNOXKEHUSM.,

£

OETCKWUN PEXXUM

HekoTopble yCTpONCTBa U 6pay3epbl UMeoT
crieunanbHble JeTCKUE PEXUMbI, KOTOPbIe
PUNLTPYIOT pe3ynbTaThl NOKCKa,
OrpaHUUMBaKOT AOCTYN K HEXeNaTeNbHbIM
CalTaM M NO3BONAOT BbIBMPaTb KaTeropum
NpPoOCMaTPUBaAEMOro KOHTEeHTa.

. /

\L J
POOUTENBbCKUN KOHTPOJIb

BonbWKMHCTBO CMapTHOHOB M NNaHLIETOB
NOAOERMMBAKT MHCTRYMEHTEI POAUTENBCKOTO
KOHTPONA, KOTOPbIE NO3BONAKT OrpaHnynBeaThb

LOOCTYN K OnpenenéHHbIM NPMAOMEHUAM,

Mrpam, NoKynkaM m MeguakoHTeHTY.

/

AHTUBUPYCHBbLIE NPOrPAMMBI

AHTUBUPYCHbIE pelleHns ¢ dyHKUKMer 3alnTbl
[eTel He TONIbKO 3alMualoT YCTROWCTBO
OT BpefOHOCHOIo NMporpamMmMHOro
obecneuyeHnsa M QULLKHIA,

HO W NPegoCTaBRNAT OTUEThI O ONCTBUAX
pebéHka B MHTepHeTe.

o

Ba>kHO NMOMHUTb, UTO HU OAHA NPOrpPaMMa He CNOCOGHA 3aMEeHUTb aKTUBHOE
yuyacTtue B3pocnoro B GOpMUPOBaHUU KYNbTYPbl 6€30NaCHOro noBeAeHus
B pe6GéHka B uMdpPOBOM NPOCTPAHCTEE.



; 6 ‘ NMPODPUNAKTUKA

thepepanbHbIi LeHTP

KAK 3ALLULUTUTD PEBEHKA OT NPOBOKATOPOB B UHTEPHETE?

m O6bcyauTe € pebeHKOM aKTUBU3aLU MO OeATeNIbHOCTKM Mo BepboBKe
B TEPPOPUCTUUECKME OpPraHn3auUmn. PacCKaxKuTte, KaKyro ONnacHoOCTb

XKW3HW N 300POBbLIO NoOeN HecyT Takne opraHusaumun. MNpepynpeonTe
06 Yro/IOBHOWM OTBETCTBEHHOCTM!.

B CoobLunTe pebeHKy, UTO HEOBXOO4UMO UTHOPUPOBATL COMHUTENbHLIE
NnpenioXeHUsa N cCoobLLeHNA. ECNM NOCTYNAT TakMe COObLLEeHNS,
Heo6X0OUMO COOBLLNTL B3POCSIOMY. ECNIN COOBLLUEHUSA YXKe MOCTYNUIN,
YCMNOKOWNTE U Noaaepxute pebeHka.

B BMecTe M3yunte HaCTPOMKKU COLMabHbIX CETEN N MECCEHOXKEPOB.
[MocTaBbTe 3aMnpeT Ha BXoddallne 3BOHKU N COOBLLEHNA C HEM3BECTHbIX
HOMePOB.

m pu nocTynaeHnn nHpopMaLmm o NPUsbiBax K TEPROPUCTUYECKON
0eaTeNbHOCTU - COOBLLNTE B MPaBOOXPaHUTEIbHbIE OopraHbl (HoMep 102).

MoMHUTe: Nyyllas 3aLUUTa Ballero
pe6eHKa — 3TO Balla OCBeJOMJIEHHOCTb,
H noanepXXka u goeepue!
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KAK OBECINEYUTDb BE3OIMNACHOCTDb
PEBEHKA B UHTEPHETE?

OBYYEHME OCHOBAM LIMOPOBOM MCNOJIb3OBAHME AHTUBHUPYCHbIX
FrPAMOTHOCTM NMPOrPAMM U ®UNBTPOB

YcTtaHoBUTE cneunaneHble NporpamMmel,
BNOKMPYOLKME AOCTYN K HEXXEeNaTeNbHbIM
carTam M 3awmLlarllme yCcTporcTBa
OT BUPYCOB.

Paccka3sbiBanTe getaMm npasuna 6esonacHoro
noBefeHWa B MHTepHeTe, obbAcCHANTE
nocneacTemMa HeOOAYMAHHbBIX AENCTBUN,

KOHTPOJIb MPUBATHOCTU AKKAYHTA B o

LUDPOBbLIX TEXHONOMUN

HacTpoinTe orpaHnyeHns BUAMMOCTK CneguTte 3a KONIMYECTBOM BPEMEHM, KOTOpOe
npocduner 1 Nyénrmkaymni B CoUManeHbIX pebeHOK NPOoBOAUT OHNAMH, NOMoramTe
ceTax, yoeamTech, 4To pebeHOK NpaBubHO OpPraH13oBbIBaTL PEXKMM OTObIXa U 3aHATUIA

HacTpaMBaeT YPOBEHb KOHMOMAEHUMANBEHOCTH. BHE UHTepHeTa.

CO3JAHUE AOBEPUTEJbHbIX
OTHOLUEHWUM °

MopneprBanTe OTKPbLITEIM AManor
C peBeHKOoM, NO3BONANTE eMy OeNMThCSH
CBOMMM NepexmnBaHMAMM M COMHEHWNAMK
OTHOCHUTENbHO BBaMMOﬂ,EﬁCTBHH B CeTK.




KAK MPOTUBOCTOATb BOBJIEMEHUIO PEBEHKA
B MPOTUBONMPABHYIO AEATEJIbHOCTb?

BoeneyeHue - 3TO CKJIOHEHME, BepOOBKA UM NHOE
3aBJieveHne pebeHKa NyTeM YyroBOpPOB, NPea/IoXeHnn,
obellaHnn, obMaHa, Yrpo3 Uam MHbIM CNOCOBOM

B COBepLUeHMe NPecTynyieHNsa MM aHTUOOLLIECTBEHHbIX
0EencTBUN.

3TO MOryT ObIThb:

yyacCTue B IKCTPEMUCTCKUX UMM TEPPOPUCTUUHECKUX TPYMMUPOBKaXx;
yyaCcTtHhe B HeCaHKUMOHUPOBaHHBIX aKUMAX U MUTHUHIaX;

cbop nHdopMaUnM UK BbIMOSIHEHWE 3aa4 B MHTepecax
310yYMbILLNEHHNMKOB U T. 0.

OCHOBHbIE€ NPU3HAKN BO3MOXKHOIO pUCKa

pe3koe naMeHeHune noBeaeHnsa NoAPoOCTKa, U30A9UNA OT CEMbU 1N ApY3en,
3aMKHYTOCTb,

yacToe noceLleHue 3aKpPbiTbiX FPYNM U 4aToB, 3aKPbITHUe 3KpaHa
KOMMNbloTEpa Unn TenedoHa Npu NoABIEHNUMN B3POCbIX;

noaeneHMe HOBbIX 3HAKOMbLIX B COUMaNbHbLIX CETHAX,
oblleHne ¢ HesHakoMLaMu;

NOBbILLEHHbIM UHTEepeC K paanKanbHbIM NOeaM,
arpeccuBHas pUTOPUKA, OTpULUAaTEeIbHOE OTHOLLEeHUe
K OPpYrUM NoaaM U obLLecTBY:

CKPbITHOCTb B (OMHAHCOBbLIX BOMNpOCax, NnosassieHue
HEMNMOHATHbLIX NCTOYHMKOB A0X04a.



UTO AOJIKHO HACTOPOXKUTb PebeHKa

m cobecegHUK 3agaeT MHOIMO BOMPOCOB O JIMYHOMW XKU3HU;

H NpocuUT 06 OAO0MKEHUN B3aMEH Ha YTO-NNOO;

3apaeT BONpPoOChl O TOM, KTO U3 poguTenen, pPOACTBEHHUKOB, Apy3en
MMeeT AOoCTYN K TeNnedOoHY NN aKKaYHTY;

NPOCUT AepiXKaTb OBLLEHME B CEKpeTe;
3a4aeT BONPOCh! IMYHOTO U MHTUMHOIO XapakKTepa;
3acTaBnseT YyBCTBOBATb Ce6A BUHOBATbLIM UJTN YIPOXKAET;

HacTauMBaeT Ha NIUYHOM BCTpeEYE;

NecTHO ropopumT O BHeWWHEM BUae.

Buabl ONacHbIX COOOLLEHUNA

E nNpPu3bIBbl K COBEPLUEHUIO NPOTUBOMNPABHbIX AEUCTBMIA, CAMOYOUNCTBY,
NPUYNHEHUIO cebe TeNleCHbIX NoBPEeXXAeHUM;

"
B UMHCTPYKUWK MO M3roToOBNEHWUKO B3PbIBHbIX YCTPOWUCTB | *°* f_:'
U OPYHKHUA, o

H pacnpocTpaHeHUe 3KCTPEMUCTCKUX naen
(MaTepuanoB) 1 nponaraHgbl;

B VYrpos3bl, LUAHTaX;

B noao3puTesibHble TeMaTU4Yeckmne nNnogbopkKu
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NMoppepXXmBamTe OTKPbLITLIN AMANor ¢ pebeHKOM.

YCcTaHOBUTE Npasuia Nosib30BaHUA MHTEPHETOM COBMECTHO
c pe6eHKOoM, 06CcyanB NOCNeACTBUA HapYyLLUEeHUa NpaBuil.

PerynsipHo npoBepsanTe MCTOPUIO NOCELLEeHMN, YCTPOMCTBA
N NPUNOXKEHUSA, KOTOPbIMU NONb3YyeTCs pebeHOoK.

M3yunTe OCHOBHbIE MeTOofbl BEepOOBKM, NCMOJb3yeMble
3/10yYMbILLNEHHUKAMW.

Mpenynpegunte pebeHka o puckax nyénamkaumm nMYHON
nHdopMaumm, hotorpacdunmn, MectononoxeHusd. ObyumTe
npaswuiiam 3aLlnTbl MepCoHasibHbIX AaHHbIX, UCMOSIb30BaHUIO
HaOeXXHbIX naposien.

NMopasanTe NMUHbIN NpuMep. CobnwganTte NPUHLUNBI
He3onacHoOn UMMOPOBOW MrMrmeHsbl.
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KAKUE PUCKU ECTb B UHTEPHETE?

B OuwumHroBble ataku. Ouepbl MAaCKMPYOTCA Nog odulmnaibHble
pecypcbl U CNy>0bl, NbiITasCb 0OMaHyTb NOJIb30OBaTEIEN U YKPACTb
JIMUHbIe OaHHble, Mapoan 1M PUHAHCOBYKO MHMDOPMALUIO.

B Kpa)ka nepcoHaNbHbIX AaHHbIX. YTeuKka nepcoHasrbHOM MHMOoPMaLMn
MOXKET NPUBECTU K PUHAHCOBBIM MOTEPSM, LWAHTaXYy U OPYIUM
HeraTUBHbIM NOCNEACTBUSM.

B NHTepHeT-MOLUeHHUYECTBO. [leTen NpuBeKatT APKUE pekslaMHble
OOBABNEHMNA U 3aMaHUMBbLIE NPEASIOEHUSA, Takue Kak 6ecniaTHble
NoOapKW, CKUIOKW WK yyacTue B po3birpbiuax. OaHako 3a4acTyio
Noao6Hble aKLMU OKa3biBAOTCA MPUMAHKON ONS XULLLEeHUA
OeHer uin KoOMNpoMeTauum akkayHTOB.

B BynnuvHr v TpaBns B CeTMU.
OHNanH-TpaBNa cnocobHa HaHeCcTU
Cepbe3HbIN NMCUXOoNIormyeckmnmn yuepd
pebeHky, NPpUBOASA K Aenpeccuu,
3aMKHYTOCTU N fa)ke cCaMoybOumncTBYy.

B HeuenecoobpasHoe UCNOJIb3OBaHUe Q’
UHTepHeTa. [1oOpOCTKN Hepedko /— '\\ N
TEPAKT KOHTPO/Ib Ha BpeMeHeM, | X
NPOBOAUMBIM OHMAMH, h, A
YTO HeraTUBHO CKa3blBaeTcH
Ha yuyebe, 300pOBLE
M coumasnibHOM akKTUBHOCTMW.








































